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Abstract—While routing in wireless networks has been studied
extensively, existing protocols are typically designed for a specific
set of network conditions and so do not easily accommodate
changes in those conditions. In this paper, we develop a dis-
tributed routing approach based on deep reinforcement learning.
In this approach, although the routing policies are trained
offline in a centralized setting, they run in a fully distributed
manner during testing and are able to generalize to network
conditions unseen during training, including diverse network
sizes, topologies, traffic patterns, congestion levels, and link
dynamics. We make the following key innovations in our design:
(i) the use of relational features as inputs to the deep neural
network approximating the decision space, which enables our
algorithm to generalize to unseen network conditions; (ii) the use
of packet-centric decisions to transform the routing problem into
an episodic task by viewing packets, rather than wireless devices,
as reinforcement learning agents, which provides a natural way
to propagate and model rewards accurately during learning, and
allows for decoupling of forwarding decisions among agents; (iii)
the use of extended-time actions to model the time spent by a
packet waiting in a queue, which reduces the amount of training
data needed and allows the learning algorithm to converge more
quickly; and (iv) the use of sampling-based training to further
improve training efficiency. We evaluate our routing algorithm
using a packet-level simulator and show that our policies trained
on a grid topology generalize to other grid topologies, as well as
to a real-world network topology and associated traffic matrices.
In addition, our policies outperform both classical and RL-based
algorithms during testing in terms of packet delivery ratio, delay,
and forwards per packet.

Index Terms—Wireless networks, routing, reinforcement learn-
ing, deep neural networks

I. INTRODUCTION

Efficient routing in multi-hop wireless networks is challeng-
ing due to network dynamics caused by interference from
the environment, the shared nature of the wireless medium,
variability in the propagation of wireless signals, device and
link failures, and the lack of a centralized coordinator. While
many routing algorithms have been developed for wireless
networks (see §ITI), they typically assume operation under very
specific network conditions.

In this paper, we ask the following question: Can we design
a generalizable routing algorithm that seamlessly adapts to
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different network conditions? In other words, we seek to
design a routing algorithm that works regardless of traffic
pattern, congestion level, network size, connectivity, or link
dynamics. Such an algorithm is desirable since the optimal
routing algorithm may be very different depending on the
network conditions. For example, consider a wireless network
that fluctuates between periods of low and high congestion. In
this scenario, backpressure routing [2] can achieve throughput-
optimal performance during the high congestion periods, but
leads to performance inferior to many other algorithms during
the low congestion periods.

One way to design an adaptive routing algorithm is to
determine the set of target network conditions to handle,
identify the appropriate routing algorithm for each, and then
switch algorithms as needed. This approach risks instability if
network conditions change frequently or if a routing algorithm
takes a long time to converge [3[]. Reinforcement learning
(RL) [4] allows for an alternate approach in which an RL
agent trained on a set of conditions learns to make routing
decisions in an uncertain and time-varying environment. Q-
routing [5] is the first RL-based routing algorithm. Since then,
many more have been proposed (see surveys [6], [[7]] and ).
Recently, advances in deep reinforcement learning (DRL),
which uses deep neural networks (DNNs) to approximate
the decision space, have motivated the design of DRL-based
routing algorithms (see references in [8]—[10]).

While training a DRL algorithm in one scenario and testing
it in the same scenario often leads to excellent performance,
the problem is significantly more challenging when training
and testing scenarios differ [11]]. For instance, existing DRL-
based routing strategies do not easily generalize to other
scenarios because they encode assumptions about the network
topology and the number of possible actions in the DNN used
to make routing decisions (see §III). In this work, we develop a
novel DRL-based routing approach, Relational DRL (RDRL),
that uses relational features to enable generalizion to diverse
network conditions.

We make the following contributions to DRL-based routing
design for multi-hop wireless networks:

o Centralized training and distributed execution (CTDE). We
introduce a novel approach to offline centralized training but
online distributed execution for packet routing. Our use of
offline centralized training combines packet information from
all nodes to train a single DNN model in a sequence of rounds,
and then, once all rounds have finished, each node in the
network uses the trained model in a fully distributed manner
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to make routing decisions during testing. Our methodology
differs from the approaches in recent related work [[12[]-[|14]]
(see details in §ITI). It also differs from those for cooperative
games [15]-[18]] in that multi-hop routing involves multiple
nodes to deliver a packet from a source to a destination, but
the nodes do not work cooperatively to achieve a common
goal.

e Relational features. To enable our algorithm to scale to larger
networks and generalize to diverse network conditions, we in-
put relational features to the DNN model used to approximate
the routing decision space. This not only allows data from all
nodes in the network to be used to train a single DNN model
that encodes the routing policy, but also allows for distributed
execution during testing where each packet independently uses
the local copy of the DNN at each node for routing decisions.

® Packet-centric decisions. We transform the routing problem
into an episodic task[]_-]by viewing packets, rather than devices,
as the DRL agents that must learn a routing policy. This
packet-centric approach provides a more natural way to prop-
agate and model rewards accurately and allows for decoupling
of routing decisions among agents.

o Extended-time actions. We use extended-time actions, also
known as options [19], to model the time spent by a packet
waiting in a queue, which reduces the amount of training data
needed and allows learning to converge more quickly.

o Sampling-based training. Extending our basic offline training
approach [1]], we develop a sampling-based training approach,
to significantly improve training efficiency (up to 5x less
computation), while not impacting routing performance during
testing.

We evaluate our approach using a packet-level network
simulator, with our source code available at https://gitlab.com/
vmanfred/drl_routing_stationary. Using two models trained in
a grid topology with 64 nodes, we show that they are general-
izable to grid topologies with 16 to 81 nodes, in the presence or
absence of link dynamics. We further demonstrate that these
two grid-trained models work well on a real-world network
topology, the GEANT network [20] and associated real-world
traffic matrices [21]]. Our approach significantly outperforms
shortest path routing [22], backpressure routing [2], and an
online RL-based approach [23|] with respect to fraction of
packets delivered, packet delivery delay, and forwards per
packet.

The rest of this paper is organized as follows. In §II, we
present the problem setting and give background on RL and
DRL. In we describe related work on routing in wireless
networks. In we present our RDRL algorithm. In we
describe our offline centralized training and online decentral-
ized testing methodology. Our training and evaluation settings
and results are presented in and respectively. Finally,
in Section we provide conclusions and future work.

Tn RL, an episodic task has a clear start and end, while a continuing task
does not. In a network setting, from the viewpoint of a node, routing is a
continuing task, but from the viewpoint of a packet, routing is an episodic
tasks that starts with the creation of a packet and terminates when that packet
is delivered or dropped.

II. PROBLEM SETTING AND BACKGROUND

A. Routing in Multi-hop Wireless Networks

Consider a multi-hop wireless network with a set of sta-
tionary nodes, i.e., wireless devices, V. Let N = |V| denote
the number of nodes in the network. Each node transmits via
a wireless channel. Two nodes that are within transmission
range can communicate with each other. Even though nodes
are stationary, due to interference and possible link dynamics,
the neighbors of a node can still change over time.

Each node can buffer a maximum of B packets. A node
can originate, receive, or relay packets for other nodes in the
network. The routing decision at a node v is to choose a
neighbor to which to send a packet from v’s queue. We assume
each node makes routing decisions in fixed time intervals,
referred to as time steps |} At the beginning of each time
step, a node is aware of all of its neighbors (i.e., all nodes
within its transmission range), which can be achieved using a
neighbor discovery mechanism.

Three potential goals of routing in multi-hop wireless net-
works are: (i) maximize throughput, i.e., the packet delivery
rate, (ii) minimize delay, i.e., the time from a packet being
generated at its source to being delivered to its destination,
and (iii) minimize the number of forwards made to deliver
packets to reduce the amount of resource usage overhead
(e.g., energy consumption) of the network. Each of these goals
makes different performance trade-offs. For instance, more
aggressive forwarding can lead to lower delay for delivered
packets, but also more forwards and hence higher resource
usage. In certain cases, e.g., when the network is already
congested, more aggressive forwarding may cause even more
congestion, and thus even higher delay and lower delivery rate
(due to packet drops when node buffers are full).

A static routing strategy that ignores congestion can lead
to poor performance when a network’s traffic load changes,
or the network’s topology changes in such a way as to cause
changes in the traffic load. For instance, shortest path routing,
which selects the path between a source and destination solely
based on the number of hops, leads to low throughput when
the shortest path is congested.

In contrast, an adaptive routing algorithm can lead to either
high throughput with large delay, or low throughput with small
delay. One example is backpressure routing [2[], which routes
packets dynamically based on the amount of congestion in the
network. When per-node buffer size, B, is large, backpressure
routing leads to high throughput at the cost of large delay,
since packets flow through the network following the lowest
congestion gradient at each node, and may take many hops to
reach the destination. When B is small, backpressure leads to
lower delay at the cost of low throughput since many packets
can be dropped. In general, it is difficult to achieve both high
throughput and low latency simultaneously under dynamic
traffic conditions.

2The time steps of the nodes do not need to be synchronized. Rather, each
node can make its own routing decisions independently. In §VII] for simplicity
only, we assume that all nodes make routing decisions at the same time steps.
Our scheme can be used in asynchronized settings.


 https://gitlab.com/vmanfred/drl_routing_stationary
 https://gitlab.com/vmanfred/drl_routing_stationary

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. X, NO. X, XXX 2024

B. Background: RL and DRL

The goal of reinforcement learning (RL) [4] is to derive
an optimal policy of the underlying Markov decision process
(MDP). A Markov decision process is a fully observable,
stochastic environment with a Markovian transition model and
additive rewards. An MDP comprises a set of states S, a
per state set of actions A(s), Vs € S, a reward function,
and a state transition function. State transitions are assumed
to be Markovian: the probability of the next state s’ € S
depends only on the current state s € S and action a € A(s).
In RL, the agents are modeled as an MDP, but now the
agents lack knowledge of both the transition function and
the reward function. Instead, it is assumed that agents have
access to an environment. In this environment, agents balance
exploration with exploitation to estimate an optimal policy
based on interactions with the environment. Agents receive
rewards as feedback in response to actions taken, and transition
to different next states in the environment.

Let Q(s,a) be the Q-value for state-action pair, (s,a),
which estimates the expected future return for an agent when
starting in state s and taking action a. Intuitively, Q(s,a)
represents how good an action a is for state s. To learn the
Q-value function, the agent observes (s,a,r,s’) at each time
step, where r is the immediate reward. The Q-value function
is then updated through Q-learning [24] as

Q(s,a) < Q(s,a) + o |r+- max Q(s',a') — Q(s,a)| (1)

a’€A(s")

where 0 < ~ < 1 is a discount factor, which indicates the
relative value of immediate vs. future rewards, and 0 < a < 1
is the learning rate. Both the discount factor and the learning
rate can be set to be a constant or vary over time [4]. Once
learned, the optimal action in state s is the one with the highest
Q-value.
In the update of Q(s,a) in (1), define
y=r+9 max Q(s',d'), 2
a’€A(s")

where y is the predicted Q-value, referred to as the Temporal
Difference (TD) target. Then the update to Q(s,a) in (I) is
equivalent to a weighted sum:

Q(s,a) — (l—a)Q(s,a)—l—ay. 3)

DRL. When the MDP has a small number of states and
actions, an RL agent can learn a Q-value function directly
as shown above. When the state space is too large for exact
computation of the Q-values, function approximation may be
used to find approximate Q-values. In particular, deep learning
approaches, e.g., deep neural networks (DNNs) [25], can be
used for function approximation. In this case, the resultant RL
model is then referred to as a DRL model.

ITI. RELATED WORK
A. Traditional Routing in Wireless Networks

The literature on routing strategies for wireless networks
is extensive, ranging from early protocols such as DSR [26],
AODV [27], and OLSR [28]], to backpressure routing [2], to

protocols suited for resource constrained sensor [29]] and IoT
networks [30]. Most of these protocols, however, are designed
for specific scenarios and so do not generalize well to scenarios
with different network conditions. For instance, DSR, AODYV,
and OLSR are designed for mobile ad hoc networks, with no
specific treatment of network congestion, while backpressure
routing is particularly suitable for networks with congestion,
and routing strategies for sensor and IoT networks must often
manage unique traffic patterns, such as data being sent from
many source devices to one sink device.

In contrast, in this paper, we focus on designing a DRL-
based routing algorithm with the explicit goal of generalizing
the learned routing strategy to network scenarios unseen
in training. In we compare our strategy with two
representative traditional strategies, backpressure routing and
shortest path routing, which are respectively optimal in terms
of throughput and delay depending on the level of network
congestion. We also compare our approach with an an online
RL-based approach [23] described in the next section.

B. RL and DRL-based Routing

We classify existing approaches that use RL or DRL for
routing into multiple categories based on key design decisions.
We also describe into which categories our work falls and the
relationship of our work with other works.

Centralized vs. distributed decision-making. While routing
inherently involves multiple entities interacting (i.e., the in-
dividual nodes in a network), the decision-making by these
entities can be either centralized or distributed. In centralized
decision-making, a central entity determines the routing deci-
sions for every node in the network, while in distributed deci-
sion making, each node makes routing decisions autonomously
using its own local model or algorithm.

As an example, centralized decision-making is often used in
software-defined networks (SDNs), where an SDN controller
gathers the information of the entire network and determines
the forwarding table for each switch (e.g., [31]-[35]]). In
such cases, the input to the decision may involve global
network information, such as the traffic matrix of the entire
network or per link statistics (loss, delay, and load), which are
difficult to obtain in distributed settings such as a multi-hop
wireless network. In distributed decision-making, each node
makes decisions independently using its own routing model
(e.g., [12], [13]], [36]]). Such strategies are more suitable for
multi-hop wireless networks since no centralized controller
exists in these networks.

In this paper, our RDRL algorithms use distributed decision-
making. That is, each node autonomously uses a local copy of
the DRL model to make routing decisions in a fully distributed
manner.

Online vs. offline training. An RL or DRL model can be
trained online, i.e., training is done directly while operat-
ing in a deployed network, or offline, i.e., training is done
beforehand and then the resulting trained model is used in
the deployed network without further training. Q-routing [J5],
the first RL-based routing protocol, uses online training, as
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do its subsequent variants (see a summary of the variants in
[23]]). In Q-routing specifically, each node maintains a table
of estimated Q-values and uses Q-learning to update the table
after receiving updates from one of its neighbors. A recent
study [23]] points out that Q-routing and its subsequent variants
are algorithms (not network protocols), and so develops and
evaluates a protocol based on Q-routing related approaches.
The study in [12] extends Q-routing by introducing a Deep
Q-Network (DQN) [37]] and evaluates its performance in both
routing and baggage handling systems.

Online training has the advantage that no prior training in
the network environment is needed, but it requires sufficient
stationarity in the network topology and traffic for the routing
protocol to converge, and that convergence takes time. Thus,
when the network environment changes in terms of topology
or traffic, reconvergence is needed. Some approaches therefore
incorporate an offline pre-training phase, e.g., the study in [[12]]
uses the link-state routing protocol in pre-training, before
performing online training of the DRL model. Similarly, a
supervised-learning based pre-training phase is used in [[13]].
Therefore, these approaches can be viewed as hybrid ap-
proaches that utilize both offline and online training.

In this paper, we use offline training in a packet-driven
simulator to train a DRL model, and then use the trained
model directly in testing without further training, following
the CTDE [17], [[18], [38]] paradigm. Offline training allows
us to easily adopt centralized training by logging the packet
information of the entire network into a file (see , and
use parameter sharing to train a single DRL model, which is
then copied to each node to be used locally in a distributed
manner during testinﬂ

Differences in training vs. testing scenarios. While the
CTDE paradigm has been used by state-of-the-art multi-agent
DRL studies [17], [18]], [38], this paradigm has not been
extended to settings where training and testing are performed
on different scenarios. The recent studies in [[12]]-[[14] that use
DRL for distributed packet routing also use the same scenarios
for both training and testing.

In this paper, our RDRL algorithms use relational features
to achieve generalizability to scenarios unseen in training and
thereby address a key challenge for the CTDE paradigm. That
is, we train a DRL model offline on one scenario in such
a way that it can be used in new testing scenarios unseen in
training, including different numbers of nodes, topologies, link
dynamics, and traffic conditions.

Most closely related work. The studies that are closest to our
work are those using RL or DRL for distributed packet routing,
which makes routing decisions for every packet (instead of
flows) using only local information. These studies include Q-
routing, variants of Q-routing (see earlier), and more recent
studies that use a much larger state space [12]-[14]. Like
our study, these more recent studies also use DRL, but as

3The studies in [39), [40] state that the centralized training in our prelimi-
nary version [1] is done online at a central node and leads to a large amount of
communication overhead. While our training is centralized, it is done offline,
so there is no training communication overhead and no risk of a single-point
of failure. See more details in @

mentioned earlier, they use the same scenarios for both training
and testing, while the primary goal of our study is developing
a DRL-based approach that can generalize to unseen testing
scenarios. Indeed, the features to their DNNs include node IDs
and other network specific values. Therefore, a model trained
in one network cannot be used for another network that has
a different size or topology, since node IDs do not generalize
well.

We are not aware of any existing work on RL or DRL-
based distributed packet routing that shares the same goal
as ours, i.e., training a model beforehand and then using it
in unseen testing scenarios without any further training. In
we compare our RDRL schemes with two traditional
routing algorithms (they are optimal in congested and light-
traffic scenarios, respectively), along with an RL-based routing
protocol. This RL protocol is based on Q-routing and its
variants, inspired by [23], and we refer to it as Q-protocol.
Specifically, Q-protocol uses Distance Vector-like message
exchange among neighbors, which provides much more up-
to-date information for decision-making and significantly out-
performs Q-routing in our network scenarios (see more details
in §VI-C). Q-protocol uses online training, and hence can be
used in unseen testing scenarios, comparable to our approach.

Enhancements to our prior work. A preliminary version
of this work is [1]. We have substantially enhanced the
preliminary version by developing an efficient sampling-based
training methodology that further improves the scalability of
our approach. In addition, we have included results in real-
world network scenarios (GEANT network with a set of traffic
matrices) as well as a comparison with an RL-based routing
algorithm.

IV. RDRL ROUTING STRATEGIES

In this section, we detail our RDRL solution for routing in
wireless networks. We start with a high-level overview and
then describe the main design decisions.

A. High-level Overview

We use offline centralized training and online distributed
execution for routing decisions in this work. The centralized
training is computationally expensive, and hence takes place
offline before any testing is done. For scalability, we use
parameter sharing, i.e., we train a single model with model
parameters shared by all agents; a copy of the trained model
is then used locally at each node in the network for decision-
making.

Specifically, we train a packet agent-based DRL model that
is able to be used locally at each node by packets at that node
(see §IV-B). This is possible because we use relational features
(see §IV-C). Relational features allow us to aggregate all of
the data collected from nodes in the network into a single
training set, enabling us to train the DRL model efficiently
(see §V). Relational features also allow us to train a model
for one network scenario, but then use it for another different
network scenario, thus achieving better generalization. Once
the routing decision model has been trained, during testing
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Fig. 1. Tllustration of packet-centric decision with the input features, DNN,
and output. Packet p is considering the action of moving from node v to
node u at time ¢, so feeds the associated features into the DNN to obtain the
Q-value for taking action w.

the DRL model is copied to each node for fast distributed
decision-making. That is, the parameters of the model are fixed
during testing, though the feature inputs to the model may
vary.

We use a feedforward DNN model with fully connected
layers for function approximation in our DRL approach, see
Fig. [l The inputs to our DNN are the relational feature
vectors for a state-action pair. The output is a single neuron
which estimates the Q-value for that pair. We obtain the input
features and output of the DNN as follows. We define two
functions, fs(-) and f,(-), that translate a state and an action
into, respectively, a set of state features and a set of action
features. Consider state s and action a, which are mapped to
the corresponding features, fs(s) and f,(a). These two sets
of features are then used as input to the DNN, to produce as
output an approximate Q-function, Q(fs(s), fa(a)).

When training the DNN on a state s, action a, reward 7,
and next state s" transition, we use fs(s), fo(a) as input and
the TD target y as output (sampling from ). Specifically, in
our setting, y is obtained as

CAGs >@<fs<s’>, fala)). @)

=r + .
Y K a’cA(s’

When using the DNN for prediction, i.e., to select the next
hop forwarding action, the output of the DNN is the Q-
value for taking action a in state s, Q(fs(s), fa(a)). When
links are dynamic, only those neighbors for which there is
currently a link are considered as possible actions. Specifically,
we first obtain the Q-value, Q(fs(s), fa(a)), for each action,
a € A(s). Then, during testing, we select the neighbor a
with the highest Q-value as the next hop. During training, we
use e-greedy to select the next hop, where with probability
€ we choose a random neighbor as the next hop and with
probability 1 — € we choose the neighbor with the highest
Q-value. The above design thus provides us the flexibility to
handle an arbitrary and varying number of possible next hop
actions and neighbors.

B. Packet Agents vs. Node Agents

An agent’s experience consists of (s,a,r) tuples that are
chained together into time sequences with the next state, s’.
There are two natural ways to do this. In node-centric deci-
sions, each node (i.e., router) is an agent and independently
makes a decision about where to forward the packet at the

Dest. Dist. =1
Queue len. =3

Dest. Dist. =3
Queuelen. =2

Fig. 2. Illustration of two relational features, destination distance and queue
length. Packets can have different destinations, D1 and D2 respectively, but
still use the same relational features, just with different values. This example
illustrates two flows, from S7 to D1 and from Ss to Ds; the features marked
at a node are for the first packet in the queue of that node.

front of the queue. In packet-centric decisions, each packet
that travels through the network is an agent and independently
makes a decision when it reaches the front of a node’s queue;
the packet may choose to stay at the current node or move to
a neighbor. In both cases, the state and action features are the
same. The difference is in how states and actions are chained
together in time sequences: either all experiences from the
same packet form a sequence, or all experiences from the same
node form a sequence.

While the node-centric approach may seem more intuitive
since we typically think of wireless nodes as making routing
decisions, here we use the packet-centric approach, as it
provides a more natural way to propagate reward, which is
defined based on packet states, back to the previous time steps
and actions that helped deliver the packet (or not). Fig. [T|shows
an example, where packet p at the head of the queue of node
v calculates its Q-value to go to neighbor u as part of its
decision making.

Packet-centric decision-making can be viewed as a multi-
agent problem, as each packet interacts with others while
attempting to greedily optimize its own travel time. To reduce
computational complexity, however, we do not use a global
cooperative reward function. Instead, we have each node queue
enforce fairness among its packets: i.e., only the packet at the
front of the queue gets to choose to move to another node
at each time step. This allows for decoupled decision-making
and avoids the need for explicit cooperation among packets or
nodes for next hop decisions.

C. State and Action Features

We define relational features to be those that are indepen-
dent of the network topology and traffic on which the DNN
is trained. In our work, all packets in the network use the
same set of relational features for routing decisions, though
the values of specific features will differ for different packets.

A simple example of relational features is given in Fig. 2}
where the distance to a destination characterizes the distance
from a packet’s current node location to the packet’s destina-
tion node, while queue length represents the number of packets
currently at that node. Both of these features can be defined for
an arbitrary node and packet, with only their values depending
on the specific network topology and traffic. We do not use
any information specific to a node or packet as a feature, such
as node ID or packet destination ID, as doing so would hinder
generalization.
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In our evaluation in we use a finite set of easy-to-
calculate state and action features for the per-packet state s and
associated action set A(s), defined by the following functions.

State features. For a packet p at node v at time ¢, with one-
hop neighbor set Nbr(v), the state features are a function,
fs(v,p,t), comprised of three sets of features:

fs(vap7 t) =

where fpacket(')’ fnode(')’ and fneighbor(’) represeﬂt PaCket,
node, and neighbor features, respectively, as described below.

fpacket(') U fnode(') U fneighbor(')

1) Packet features, fpacket(v,p,t). These are features de-
rived from the packet p itself. Currently, our only packet
feature is packet p’s time-to-live (TTL) field. A packet’s
TTL field prevents the packet from looping forever in the
network: it is set to an initial value and is decremented
by one after traversing a hop; when the TTL field reaches
zero, the packet is dropped. We use this feature since
intuitively a packet with a larger TTL value may need
to be treated differently from one with a lower TTL
value. a lower TTL value.

2) Node features, fnode(v,p,t). These are features derived
from the node v at which the packet is currently lo-
cated. We use i) the estimated distance (in terms of
hop count) from node v to the packet’s destination,
dest(p), i) v’s queue length, iii) v’s queue length
considering only packets destined to dest(p), and iv) v’s
node degree. These features are intuitively helpful for
routing decisions. Distance to destination is important
state information that is typically estimated by routing
algorithms. The use of queue length and per-destination
queue length as features is inspired by the backpressure
routing algorithm [2], which uses differences in per-
destination queue lengths to choose next hops for pack-
ets and is throughput optimal under certain conditions.
Node degree is useful for characterizing the connectivity
of neighboring nodes as possible next hops: e.g., more
well-connected next hops are more likely to have a short
path to a given destination.

3) Aggregated neighbor features, freighvor(NOT(v),p,t).
These are features aggregated over all neighbors of node
v. We first compute the node features, fo4e(u,p), for
each neighbor u € Nbr(v). Then we compute the
minimum, mean, and maximum of these features. This
is similar in spirit to the aggregation function in a GNN
[41]. These features allow us to compare the feature
values of a particular action at a node to an aggregation
of the feature values for all possible actions in the node’s
neighborhood. This comparison then gives insight into
how a given action under consideration compares to the
possible actions in the node’s neighborhood as a whole.

Like our aggregated neighbor features, we note that several
studies [42]-[44]] leverage the generalization capability of
Graph Neural networks (GNNs) for routing so that the learned
strategies are generalizable to other topologies and traffic
intensities. The study in [42]], however, relies on supervised
learning. The studies in [43], [44] combine DRL and GNNs

for centralized routing; designing such models for a distributed
setting is much more challenging.

Feature normalization. Since the above feature values can be
in dramatically different ranges, we normalize them to be in
similar ranges. Specifically, let f; be the value of feature ¢ and
£7%* be its maximum value. We use the normalized features
fi = (fi +1)/(f™** + 1) as the input to the DNN, where
we add 1 to both the numerator and denominator so that no
feature has value 0. In the rest of the paper, all features refer
to normalized features.

Action features. Each action at time ¢ selects a next hop for the
packet p that is at the front of node v’s queue. A packet can
choose either to stay at its current node or transition to one
of the neighboring nodes. Let A(v) = Nbr(v) U {v} be the
set of possible actions at node v. Actions are represented via
relational features that abstractly represent these choices. For
packet p considering moving from v to u € A(v), the features
for action w are given by f,,(u,p, t), which corresponds to the
node features of u:

fa(uap;t) - fnode(u7p7 t)

D. Reward Function

An RL agent learns to maximize the expected future re-
ward for each state-action pair. We divide states into three
categories: (1) delivery states, in which a packet is delivered
to its destination, (2) drop states, in which a packet is dropped,
and (3) transition states, in which a packet either stays at its
current node or is transmitted to a neighbor that is not its
destination. Our reward function, r, is then:

Tdelivery = 0, "transition = —1, Tdrop = Ttransition/(l - 7)

where -y € [0, 1], as described earlier, is the RL discount factor.
In we described a packet-centric view that formulates
routing as an episodic task that terminates when a packet is
delivered or dropped. The drop reward 74 is thus defined
to be equivalent to receiving 7;,qnsition fOr infinite time steps.
As such, since v < 1, dropping a packet carries a large penalty
to discourage packet loss. We explain the above specific value

of Tgrop in

E. Actions vs. Options

Actions in Q-learning typically take only one time step to
complete. Routing actions, however, often involve multiple
time steps: e.g., after a packet arrives at a new node, it waits
for some time in the node’s queue, with no opportunity to
make a routing decision. This scenario is a natural case for
extended-time actions, or options [19]], which take a variable
amount of time. The time interval that the packet waits is
treated as a single option. This approach requires less data to
be collected, and allows Q-learning to proceed more quickly.

The sample estimate of expected return (i.e., the sum of
discounted future rewards) for an option that starts at time
step ¢; and ends at time step ¢; is (see [19]):

t;—1
_ k—t; (tj—ti) ’
= CTE+ 7 - Imax Q St.,Q
Y ,,;:t gl k vy weA(s,) (s¢;,a")
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Offline Centralized Training
Performed on a single scenario: i.e., fixed number of nodes, traffic model, link model etc.
One round of training:

Phase 1. Data generation: make decentralized routing
decisions for t = 1000 time steps, append state, action,

after K=50 rounds, select
best DNN from any round
by looking at loss

Phase 2. Cumulative training: train
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Fig. 3. RDRL: overview of our offline centralized training and online distributed testing methodology. While we show just a single training round here, in
practice we execute D training rounds in a single training simulation, all on the same fixed network scenario and traffic pattern. Once training completes, we
look at the training vs. validation loss for each of the D rounds to determine the round with the “best” trained model, denoted as My=. Then this model is
used in all testing scenarios, including on network scenarios and traffic patterns that were unseen in training.

where 7y is the reward at time step k, and s;; is the state
encountered at time ¢;, with A(stj) its actions. We use this as
the output target y for the neural network, replacing Eq. @).

Here, we consider only reward functions that are constant
for every time step over the life of the option (see §IV-D), so
that all r, = r., where r. is one of our three reward types.
The sample return for an option starting at time ¢; and ending
at time ¢; with constant per-time step reward r. is then:

y = R(t; — ti,re) +yH4) . mw)Q@wd)(ﬁ

a'€A(sy;

tj*ti)

1 —~f

1—v
There are two types of options in this domain: ferminal (packet
delivery or drop) and non-terminal (transitions from one node
to another). On packet delivery, the option takes only a single
time step and the next state sy, is the terminal state. The
sample return for delivery is:

where
R(tj — ti,Tc) =Tc"

Yy = R(t] —ti, rdelivery) + ’)’(tj —t). max Q(Stj s a/)
a’EA(stj)
11—t
= Tdelivery ﬁ +0= Tdelivery -

For a packet drop, although it also only takes a single time
step, we model it as a transition for infinite time steps (i.e., the
return is equivalent to never being delivered). As such, since
v < 1, we have

Y= R(OO, rtf‘ansition) + ’YOO - max Q(st]. , a/)
a’EA(stj)
_ Dtransition o _ Ttransition
L=y 1—~

On non-terminal transitions the sample return is:

Y= R(tj - ti7 Ttransition) + 'Y(tj_ti) - Inmax Q(Stj s a,/),

a’€A(s;)
Every packet that remains in a node queue at the end of
a training round (described in the beginning of has an
unfinished option. We remove such options from the data. As
more data accumulates, including the end of the option, the

newly finished options are used. Henceforth, to be consistent
with §IV-C| we use “actions” rather than “options” to refer to
extended-time actions.

F. Action Selection

Different numbers of actions are available to packets at
different nodes. Thus, when packet p makes a decision at
node v, the feature set (fs(-), fo()) is fed into the DNN as
input for each v € v U Nbr(v) to obtain a list of estimated
Q(fs(p,v,t), falu,p,t)) values, one Q-value for each possible
next hop action u including staying at node v. These Q-values
can then be fed into any action selection mechanism; here, we
use e-greedy. That is, the agent chooses a random action with
probability €; otherwise, the agent chooses the action w with
the highest Q-value.

V. RDRL ROUTING TRAINING VS. EXECUTION

In this section, we describe our offline centralized training
methodology for RDRL (§V-A). The testing is performed
online, in a fully distributed manner (§V-B).

A. Offline Centralized Training

For a given network scenario and traffic setting, we divide
training of the DNN model encoding the RDRL’s agent’s
routing policy into three phases: (1) data generation, (2)
cumulative training, and (3) model selection. This is illustrated
in Fig. 3] We further divide training of the DNN model into
rounds, where each round comprises 1000 time steps and is
repeated D times. Phases 1 and 2 are done every training
round; only once all D training rounds are complete does
Phase 3 occur. At the end of round d, we define My, to be the
newly trained RDRL agent using all of the data through round
d, for d = 1,...,D. This model is then used for decision
making in round d + 1. In the first round (i.e., d = 1), the
parameters for the DNN model, 6, used for decision-making
are randomly initialized since no previous trained DNN model
exists yet.
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Phase 1: The training dataset collected so far, through round d, data, .,

Phase 2: Columns added
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Fig. 4. Tllustration of how target Q-values are computed from the training data generated during rounds 1 through d, referred to as dataj.q, for the training
of the DNN model My, at the end of the d-th round. The details of the computation of the Q-values, QN W ((p,w),v,t;), are described in Algorithm

Phase 1: Data Generation. We describe data generation from
the viewpoint of a single round, d. Let data;.; be a table
representing all of the data generated from packet decisions
so far through round d; this table is illustrated in Fig. E| (see the
columns marked in black). Each row of the table corresponds
to a packet action that could have or did happen at some node
in the network at a given time in some round i < d. For
instance, in Fig. [ three rows are associated with time ¢;,
representing a potential forwarding of packet p from node w
back to itself, to neighbor node v, or to neighbor node v'.
Similarly, four rows are associated with time ¢;, representing
the four possible forwarding choices for p at its new node
location of v.

In round d, to select one of the possible forwarding actions
for packet p, the state features f,(-), and action features, f,(-)
for that row are input into My, , (i.e., the model that is used
for decision making for round d), and the resulting Q-value
is obtained. Then the next hop action with the best Q-value
is selected. In each row, a binary flag, “selected next hop”,
indicates this selected next hop choice: this flag is set to 1 for
the packet’s chosen next hop action, and 0 otherwise. In the
example in Fig. @ we see that at time ¢;, packet p at node
w chooses to move to neighbor node v; then at a later time
t; > t;, packet p at node v chooses to move to neighbor node
u. As shown in Fig. ] a packet’s chosen action is associated
with some resulting reward (as defined in §IV-D), and this is
also included in the row added to the table.

Phase 2: Cumulative Training. At the end of the d-th training
round, after the data generation phase has been completed,
datay.q represents the data that has been generated by all
nodes through round d. This dataset is centrally pooled to train
a new DNN model, My, for use in decision-making in the
next round, d 4 1. The centralized pooling of data;.q from all
nodes (instead of using only data from a single node) reduces
the time needed to generate training data and thus reduces
the overall time needed to train a DNN model. This periodic

Algorithm 1 Training of DNN model at the end of round d.

Input: data generated from round 1 through round d, dataq.q

Create a new randomly initialized DNN, My 4
for k = 1 to # of RL iterations do

Compute Q(fs(-), fa(+)) column in Fig. ¥| by feeding fs(-) and fo(+)
into My, for each row in datai.q

Compute subsety.q, by selecting the subset of rows in data;.4 for which
“selected next hop” = 1

for every row in subsety.q, compute target y do

Let p be the packet associated with the row

Let node v be the next hop that p selects when at p’s current node
w at time t;

Let r((p, w), v) be the resulting reward for p selecting v

Consider all rows in data.q for p at v at time ¢; to obtain the set
of potential next state actions A(v) for p

Take max over p’s next state actions to obtain Q'@*
ma‘xaEA(v) Q((p7 U): a, tj)

Record y = R(t; — t;,7((p, w),v)) + v "1 QM3 as the new
target, QN ((p, w), v, t;) (see Fig. E} for packet p’s decision at
node w at time t;

Y

end

Train My, to fit target column y given as input fs(-) and f(-) columns.
end

update of the DNN model also helps to avoid instability caused
by “chasing a nonstationary target” [37].

Algorithm [T] summarizes the steps for training My, on
dataq.q at the end of training round d. We first randomly
initialize a new DNN model, Mp,. Then we work on con-
structing the dataset S from data.q that will be used to fit
My, . This is done as follows. The outer loop of RL iterations
in Algorithm [T] performs the RL backups by fitting Mg, for
a given target y and state and action inputs, fs(-) and f,(-),
while the inner loop computes the updated target y with better
Q-value estimates from the last RL iteration fitting Mp,.

For ease of notation, we introduce the following shorthand
notation in Fig. @ For packet p at node v considering moving
to node w at time ¢, the Q-function is Q(fs(p, v, t), fa(u, p,t)),
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which we shorten to

Q(p,v),u,t) = Q(fs(p,v,t), fa(u,p,t)),  (6)

where (p, v) represents the state (i.e., of packet p at node v),
u represents the potential next hop action, and ¢ represents
the time. In each RL iteration, as shown in Fig. E], we first
calculate the Q-value for each row of data;.4 using the current
Mpg,. Then we select out the subset of rows in data.q that
correspond to next hop actions actually taken by packets and
store these as subsety.q.

For each row in subset;.q, we consider the packet p that
made a next hop selection in that row. Suppose p is at node
w and makes a forwarding decision at a time ¢;, selecting v
as its next hop. The immediate reward for taking action w
is r((p, w),v), corresponding to one of rgciivery, Tiransition
O Tgrop as in We then look at all possible actions
available to p at its new node v, a € A(v) at time ¢;: each of
these possible actions a is represented as one row in dataq.q
and has a corresponding Q((p,v), a,t;) already computed at
the start of the Algorithm HW&: can thus obtain QUM* £
maxge 4(v) Q((p,v), a,t;). After that, we calculate the target
value for p’s row in subset;.q following Eq. as

y = R(t; — ti,r((p,w),v)) + 777" Qy™

Following this process, we obtain the training dataset used
to fit the DNN model, My, . For each row in subset;.; we have
the Sample (fs(pa w, ti)v fa(v7p7 ti)a y)’ where fs(pa w, tz) and
fa(v,p, t;) are the state and action inputs to My, and y is the
associated target. These rows then form our training dataset S
and |S| is the same as the number of rows in subset.;. We
then use S to fit My, for this RL iteration of round d.

Importantly, the parameters of each newly trained DNN
model at the end of each round d, 4, are shared among nodes.
For instance, during training round d+1 each node has a local
copy of the same DNN model, My, , for packets to use to make
next-hop forwarding decisions when at that node.

Sampling. To reduce the running time of training during each
round, we sample a subset of S, and only fit My, to this subset
(not shown in Algorithm [I). To ensure that representative
samples are selected, we select the samples based on flow ID.
Specifically, we associate each flow with a globally unique
ID: this is possible since we do this only during the training
process, when we have global knowledge of the network. As
an example, we associate monotonically increasing IDs to
flows based on generation time. For the samples in S, let F
be the set of unique flows, and n; be the number of samples
in flow f € F. Then for a sampling rate of 3, we take fnf
samples from flow f. We round the number of samples to
the closest integer, except that if Sny < 1, we set it to one
despite the actual value (so as to take at least one sample from
that flow). We further reduce the computational overhead by
sampling before the Q-value calculation step, thereby avoiding

“Note that the action that leads to Q™% may not be the action that was
actually taken; one example of this is shown in Fig. E} where at time ¢, the
routing decision is to forward to u, while the action that leads to Q}*** is to
forward to u’. This is because Q-learning is an off-policy RL algorithm: the
policy being learned is independent of the policy that was used for decision-
making.

TABLE I
DNN SETTINGS USED IN OUR SIMULATIONS.

Setting Value

# of input features F=|fs()]+|fa()]
Size of expansion layer 10F

Size of compression layer F/2

Size of output layer 1

Learning rate 0.0001

Activation function (all layers)  ReLU

Optimizer (all layers) Adam

Loss Mean squared error
Batch size 32

# of Epochs 10

Training validation split 0.2

the computation of targets for data that will not be used in
training.

Phase 3: Model Selection. Once all D rounds of training are
complete, we compare the training vs. validation loss for each
of the DNN models My,, d =1,..., D, fit during each of the
D rounds of training. From all of these rounds, we select the
model, My~, with the minimum joint loss for both training
and validation to avoid overfitting: this is what we call the
“best” model and it is this model that we will later use during
testing.

B. Online Distributed Testing

Testing is illustrated in the right part of Fig. [3] Once training
is complete, as in Fig. 3] we copy My« to each node in
the network for online distributed testing. During testing, the
performance of the learned routing strategy, as encoded by
My~ is evaluated on a variety of network scenarios, primarily
scenarios that were unseen during training.

VI. TRAINING AND EVALUATION SETTINGS

We develop a discrete-time packet-level network simulator
in Python and use it train our RDRL agents, and compare their
performance with other algorithms. Table [[] lists the settings
of the DNN for our RDRL routing strategy. The feed-forward,
fully connected DNN architecture contains 4 layers: input,
expansion, compression, and output. Let F' = | fs(*)| + | fa(*)]
be the number of input features and thus the size of the
input layer. The expansion layer has 10F' neurons and the
compression layer has F'/2 neurons. The implementation uses
Keras v.2.3.1 [45]] and Tensorflow v.1.14.0 [46].

We aim to test how well an RDRL agent trained on one
scenario is able to generalize its learned routing policy to
unseen scenarios. Therefore, we explore a wide range of
scenarios that differ in topology, link dynamics, and traffic.

A. Topology and Link Dynamics

We consider both synthetic and real-world topologies. The
synthetic topologies are square grids (lattices) with /N nodes,
where N ranges from 16 to 81. The real-world topology
is the GEANT network with 23 nodes and 37 links [1201.
We simulate the GEANT network as a multi-hop wireless
backbone network, since we are not aware of any large-scale
multi-hop wireless network topology in the public domain.
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For each topology, we consider static scenarios where links
are up all the time, and dynamic scenarios where links may be
up or down, modeled by a 2-state Markov model. Specifically,
a link can be in either the up or down state in a time step. If it is
in the up state, it stays up in the next time step with probability
Dup (i.€., transitions to the down state with probability 1—p,,,).
If it is in the down state, it stays down in the next time step
with probability pgewn. For a given topology, we initialize the
up and down states of links based on the steady-state link
probability for this 2-state model, with the link up probability
being ™ = (1—Ppdown)/ (2 — Pup — Pdown)- For grid topologies,
the 2-state Markov model uses p,;, = 0.5 and pgown = 0.4, so
that the network has poor connectivity. For GEANT topology,
since we regard it as a wireless backbone network, we use
Dup = 0.9 and pgown = 0.2 for better connectivity.

In we only use two scenarios (grid topology, N = 64,
with either static or dynamic links) to train two RDRL models.
We then test them in all remaining scenarios (including grid
topologies of different sizes and the GEANT topology).

B. Traffic Generation and Packet Forwarding

Grid topologies. For grid topologies, we generate traffic
flows (where each flow is between a source and destination
pair selected uniformly randomly) according to a Poisson
distribution with parameter \p; flow durations are generated
by sampling an exponential distribution with parameter \p.
Packet arrivals in a flow are generated according to a Poisson
distribution with Ap as the average number of new packets
generated per time step. A simulation starts with Ap\p initial
flows. We set Ap = 0.002N/25, Ap = 5000, and A\p = 0.2.
That is, on average 2N/25 new packets are generated in
the network per time step, leading to more traffic in larger
networks.

In each time step, we loop through all nodes in random
order and allow each node to transmit a single packet that
was previously received or generated. For simplicity, packet
forwarding at each node follows a First Come First Serve
order. That is, the first packet in the buffer will be routed first.
If the routing decision is that the packet stays in the buffer,
then this packet will be placed at the end of the queue, and
routing will be applied to the next packet. This process repeats
until one packet is routed to a neighbor, or all packets in the
buffer end up staying at the current node. Each node maintains
a packet queue with a maximum buffer size, B, beyond which
additional packets are dropped.

GEANT topology. In the GEANT topology, traffic generation
follows the measured traffic matrices [21]]. Packet forwarding
follows the GEANT link capacity (see §VII-C). Again each
node has a maximum buffer size B.

C. Comparison Routing Algorithms

We compare our RDRL models with three other routing
algorithms: one based on RL along with two classical routing
algorithms.

e Q-protocol. This protocol is inspired by [23]], which devel-
ops a protocol based on Q-routing related approaches and uses
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Fig. 5. Loss and validation loss for one training scenario (64-node static
grid topology): (a) loss versus iteration in one training round; (b) loss versus
training round (each training round is 1000 time steps).

a Distance Vector-like protocol to exchange messages among
neighbors periodically (every 10 time units). In Q-protocol, we
reduce the update interval to every time step so that nodes have
even more up-to-date information for their decision-making.
This is in contrast to Q-routing, where a node x only obtains an
update from a neighbor y after x sends a packet to y, which
motivated subsequent studies to address the issue of out-of-
date information (see summary of these studies in [23]]). We
verify that Q-protocol substantially outperforms the original
Q-routing algorithm on all of our performance metrics.

e Shortest path routing (SP). We implement shortest path
routing as a distance vector algorithm using hop count as cost.
Because devices are stationary though links may transition up
or down, we assume that once a device determines that a link is
possible to a neighbor device, that link continues to be present
in the distance calculations. However, only those neighbors for
which there are actual links present are considered as possible
next hops when a routing decision is made.

e Backpressure routing (BP). Consider an arbitrary device
v. Let b}, be the number of packets destined to device d in
the queue at device v. For every destination d of a packet in
v’s queue, v computes b — by for the neighbors u € Nbr(v)
currently available. Then v finds the optimal destination d* and
corresponding neighbor u*, such that bY. — b%. is the largest
among all destinations (breaking ties arbitrarily), i.e., BP
routes packets in the direction that maximizes the differential
backlog between neighboring devices. If by, — }; > 0, then
v sends a packet with destination d* to u*; otherwise v does
not send any packet. Unlike other algorithms, which forward
the packet at the front of a device’s queue, BP chooses the
best packet from anywhere in the queue to forward.

Performance metrics. Corresponding to the three goals of
routing in multi-hop wireless networks (see §II-A), we use
three performance metrics: delivery rate, and average delay
and number of forwards for delivering packets from source to
destination.

VII. TRAINING AND EVALUATION RESULTS
A. RDRL Training Results
We train two RDRL models following the methodology in
Both models are trained in grid topology with N = 64@

SWe also trained two models in a small network size (N = 25) and found
that the models do not generalize as well as those trained when N = 64.
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Fig. 7. Training performance of the two RDRL agents that are trained for the two synthetic network scenarios. For both scenarios, the network size is

N = 64.

They are trained in static and dynamic settings, respectively,
referred to henceforth as RDRL64 (static) and RDRL64 (dy-
namic).

During the training, we use the e-greedy algorithm for
exploration with €4q;n, = 0.1. The RL discount rate, v, is
set to 0.99. The number of training time steps 1i.q;n 1S set to
50, 000 for both the static and dynamic settings. As mentioned
earlier, training is divided into training rounds, with each round
comprising T}oung = 1000 time steps. To evaluate the packet
delivery rate, we add a cool-down period at the end of the
simulation where no more packets are generated, allowing
queues to drain when needed.

A RDRL agent estimates the distance feature using the
distributed distance vector algorithm. Because packets may
take very long paths while the RDRL agent is learning a policy
during training, we set the initial TTL to L = 200, much larger
than the expected path length, to prevent packets from always
being dropped before the RDRL agent has had sufficient time
to learn. Other features and feature normalization are described
in Specifically, for node features, when normalizing the
distance to destination, queue length, and node degree, we set
the maximum destination distance to N, the maximum queue
length to B = 50, and the maximum degree to IN. For the
packet TTL, we set the maximum TTL to L = 200.

Training and validation losses. Fig. [5{a) shows an example
of training and validation losses over the number of iterations
in one training round in one setting (static grid topology,
64 nodes). It shows that the model converges within 100
iterations. Fig. [5[b) shows loss and validation loss versus

training rounds for the same setting. It shows that loss in
general reduces over the training rounds. We choose a model
in a round that has both low loss and validation loss, which
is round 32 for this setting.

Sampling rate. We experimented with sampling rates rang-
ing from 5% to 30% in various settings and found that a
sampling rate of 10% achieves the best trade-off in reducing
computational overhead while still maintaining a performance
similar to that when using all of the data. Fig. [6] shows the
results during training for the static case. Fig. [6(a) and (b)
show two performance metrics: delivery rate and delay, while
Fig. [f[c) plots the computational overhead. We see that the
10% sampling rate leads to similar delivery rate and delay as
the model with no sampling, while reducing the computation
time by up to 7.9x (the average reduction is 5.5x). We
therefore use 10% sampling rate while training models.

Training convergence. Fig. [/| plots the training results for
both the static and dynamic models. In Fig. [7(a), we see that
the agent trained in the static scenario takes a shorter amount
of time to converge than the agent trained in the dynamic
scenario. This is not surprising since the static scenario is less
complex than the dynamic scenario.

Fig.[7(b) shows delay per delivered packet. We observe both
models converge to a steady delay over time. Fig. [7(c) plots
average queue length over time. We again observe convergence
behavior where the average queue length converges to a low
value for both models.
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Fig. 8. Testing generalization of the two RDRL agents on the grid topologies;
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B. Testing Results for Grid Topologies

We now apply the two trained RDRL models to the grid
topologies in a total of 6 X 2 = 12 scenarios: six network
sizes (N = 16, 25, 36, 49, 64, or 81), and two types of link
dynamics (static or dynamic). Our focus is on generalizability,
that is, can these two RDRL models perform well in testing
scenarios that differ from their training scenarios? During
testing, we run each simulation for T}.5; = 50, 000 time steps.
The maximum buffer of each node, B, is set to 50 for all the
schemes, except for BP, which uses B = 50N since it uses
per-destination queues. Again, the initial TTL is set to 200.

Fig. [§]plots testing results on grid topologies varying in size.
The three rows of Fig. [§] show the packet delivery rate, delay
per delivered packet, and number of forwards per delivered
packet. For each setting, the average results from 30 simulation
runs along with the 95% confidence interval are plotted.

The first column of Fig. [§] shows testing results for the
static scenario. We see that the two RDRL agents deliver all
the packets. Q-protocol leads to similar performance as our
models. SP delivers significantly fewer packets, and leads to a
higher delay than the two RDRL agents since SP chooses path
only based on the number of hops, regardless of the congestion
levels. BP is able to build an effective congestion gradient and
delivers more packets than SP, but with much higher delay than
the two RDRL agents. In addition, BP does not achieve 100%

(e) Static scenario, forwards. (f) Dynamic scenario, forwards.

Fig. 9. Ablation study comparing the performance of the full-fledged RDRL
agent (trained on the static scenario, 64 nodes) with RDRL agents trained
with some features removed.

delivery rate for large networks (N = 81).

The second column of Fig. [§] shows the testing results for
the dynamic scenario, where the network is predominantly
disconnected. We see that the two RDRL agents significantly
outperform Q-protocol in all three performance metrics. This
is because in dynamic settings, the topology and traffic lack
sufficient periods of stability for Q-protocol to converge to
useful routing decisions. Our RDRL agents also outperform
SP in all three metrics (delay for SP is only lower than that of
RDRL64 when SP does not deliver all packets when N = 81).
Finally, our RDRL agents also outperform BP, achieving a
significantly lower delay with a fewer number of forwards.

In summary, our two RDRL agents generalize well to test
scenarios with different network sizes and link dynamics. In
static scenarios, the RDRL agent trained in the dynamic setting
performs similarly to the agent trained in the static setting,
while the latter performs similarly to the former in the dynamic
scenarios except with higher delay for large networks.

Ablation study. We now conduct an ablation study to explore
the impact of the various features. Specifically, we explore four
variants: (1) no distance feature, (2) no queue length feature,
(3) no destination queue length feature, and (4) no destination
queue length and no queue length features. We train these
four variants in the static 64-node setting. Fig. 9] compares the
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performance of these four variants with the full model, i.e.,
RDRLO64 (static). The two columns of Fig. 0] show the testing
results in the static and dynamic settings, respectively. In both
columns, the number of nodes varies from 16 to 81. We see
that for all testing scenarios, the variant that is trained without
the distance feature performs poorly on all three metrics,
indicating the importance of the distance feature. The variant
without the queue length and destination queue length features
has low delivery rate and high delay. The variant without
queue length (but with distance and destination queue length
features) leads to low delivery rate in some dynamic settings.
Finally, the variant without destination queue length (but with
distance and queue length features) performs similarly to the
full model, with lower delay in some cases.

The above results indicate that the distance feature is
important for routing decisions. The queue length feature is
an important complementary feature to distance. With both
distance and queue length features, adding destination queue
length feature does not lead to benefits in the above scenarios
that we explore. We keep it since it is used in BP and may be
beneficial for highly congested scenarios.

C. Testing Results for GEANT Network

We now evaluate the performance of the two RDRL models
in the GEANT topology. We use the link capacity as specified
in [20], where 19, 14 and 4 links have capacity 10, 2.5, 0.155
Gbps, respectively. Fig. [I0] shows the topology, where the
link capacities are marked in color. As mentioned in we
consider both static scenarios where the links are up all of the
time, and dynamic scenarios with p,;, = 0.9 and pgown = 0.2.

We generate traffic following the publicly available intra-
domain traffic matrices [21]. They are for more than three
months, from January to April 2005. Each matrix specifies
the average amount of traffic (in Kbps) between a source
and destination pair over 15 minutes. Since the minimum link
capacity is 155 Mbps, we generate packets by treating 155 Mb
as a unit. In other words, if the amount of traffic generated in
one second is » Mbps, we treat it as /155 packets (rounded
to the closest integer). This is equivalent to scaling all link
capacities by a factor of 155 to reduce running time. For a
given rate, we generate packets following a Poisson process.

For all schemes, we set the buffer size to 50N = 1150 packets
at each node. For the links with capacity 155 Mbps, only a
single packet can be transmitted in one time step along that
link. For a link with capacity 2.5 (vs. 10) Gbps, up to 16 (vs.
64) packets can be transmitted in one time step.

We consider all of the traffic matrices. From these, we
identify 10 days that have the highest amount of traffic (in
terms of average amount of traffic across all source and
destination pairs). We found that even for these days, the
network is lightly loaded, and all of the algorithms perform
well in static scenarios (figures omitted). In dynamic scenarios,
our two RDRL models perform better than other algorithms.
Fig. [[T] shows the results for one day (March 17, 2005). For
clarity, only the results for the first 12 hours are shown in the
figure. While all algorithms lead to high delivery rate, only
our RDRL models and SP lead to 100% delivery rate. Our
models outperform SP in terms of lower delay and number of
forwards.

To simulate congested network scenarios, we scale up the
amount of traffic of each source and destination pair by 3x.
Fig. [I2] shows the results for the first 12 hours of March
17, 2005 after increasing the load as above. We see that BP
delivers all packets since it is optimal in terms of throughput
for congested networks. Our RDRL64 (dynamic) model also
delivers all packets and has lower delay and number of
forwards than BP. Our RDRL64 (static) model delivers all
packets in almost all cases; for those that it does not deliver
all packets, it still has higher delivery rate than Q-protocol and
SP, with lower or comparable delay and number of forwards.

The above results demonstrate that our two RDRL algo-
rithms, even though trained in 64-node grid topologies, gener-
alize well to the GEANT network which differs significantly
from the 64-node grid training scenarios in terms of topology,
link capacity, and traffic.

VIII. CONCLUSIONS AND FUTURE WORK

In this work, we have designed a novel distributed packet
routing algorithm using relational deep reinforcement learn-
ing. Our algorithm generalizes to diverse network scenarios
through the use of relational features, packet-centric decision-
making, and extended-time actions, and outperforms shortest
path routing, backpressure routing, and an RL-based routing
approach with respect to packets delivered and delay per
packet. There are a number of directions for future work,
including extending our design to consider mobile devices,
increasing flexibility in choice of packet to send, and further
exploring generalization.
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